Load Balancing Implementation
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How Load Balancing Works

L3/4 Load Balancers:

Name comes from layer in ISO Model, network or transport
layer redirection of packets

Uses similar technology to reverse NAT at a packet level

Network (IP) and Transport (TCP/UDP) headers re-written
from a single external IP address/port combination to one of
several potential internal server addresses

Couple the above with dynamic algorithms to determine load
and probe current operational status in order make
forwarding descision.



m How Load Balancing Works

e Simple Architecture:
— Two servers behind Equalizer LB
— Equalizer is default router to Internet for servers
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How Load Balancing Works

e Client makes request to www.mysite.com, resolves to
address 69.1.1.2 configured on LB:

Client

From: 81.1.1.1 To: 69.1.1.2 TCP PORT 80: Open Connection
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m How Load Balancing Works

 Equalizer on 69.1.1.2 gets request
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How Load Balancing Works
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ipcort How Load Balancing Works

e Server2 responds
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m How Load Balancing Works

LB re-writes header with external IP address...
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ipcort How Load Balancing Works

<<< From: 69.1.1.1 To: 81.1.1.1 TCP PORT 80: Connection Open...

Client

o

I

(ooooco

[~

Serverl

et

I

(oooooo

[~

Server2




ip How Load Balancing Works

 Load Balancer maintains state for active conversations, so
that TCP traffic for a given src addr/port, dst addr/port
conversation is always re-written to same server.

e Stale session timeout catches cases where conversation IS
Incomplete to drop state and avoid clogging translation
tables.

« UDP behaves in a similar way.

 Works with any TCP protocol which can pass through NAT,
and stateless UDP protocols.
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Load Balancing Algorithms

Algorithm to distribute transactions across servers:

Basic up/down availability polling by LB combined with...
Round Robin — simplest

Static weight — specific proportion of requests go to each
server

Measured response time — LB measures time each
server Is taking to respond to requests and weights “best”

| east connections — LB forwards more transactions to
server with least current connections

Server agent — software installed on server “tells” load
balancer what it's current status/perceived load Is



Ipcort Load Balancing Algorithms

Adaptive load balancing based on measured values (i.e.
response time, current connections, server agent) needs to
Incorporate damping factor to avoid oscilation.

Conversely If the adaptive response is too slow then dynamic
weight will not alter fast enough when server load alters and
response slows.



Applications

Nearly all TCP protocols:
— HTTP, SMTP, FTP, NNTP etc etc etc

Only danger areas are where end-point IP addresses are
carried in protocol as NAT is involved.

Care needs to be taken when underlying application is
stateful (web applications) or depends on data store (e.g.
Databases, POP mailboxes etc):

— Can have problems if two consecutive transactions go to
different servers.

— Strategies like sticky connections (more later), sharing state
between servers, or using “hot standby” servers can help here.



m HTTP (L7) Clusters

e L7 Clusters:

Load balancer actually listens on HTTP(S) socket and accepts initial
TCP SYN and first data segments from client itself.

Defer LB decision so that it iIs based on HTTP headers once
conversation has started.

This is somewhat different from L4 load balancing where only packet
headers are being inspected, and forwarding decision has been
made before data flows.

Persistence can now be based on Cookies rather than client IP
address and be preserved across HTTP/HTTPS transition.

» Solves AOL/Freeserve problem where IP address of proxy hops
around and changes between HTTP/HTTPS



ipcort Practical Implementation

« Using Coyote Point Equalizer and two web-servers to form a
load balanced server farm

 Two possible architectures with single or dual network
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|pcort Implementation: Single Network

 Equalizer has
external IP g

address on fxp0 Cient
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Equalizer as Client
default route @@
e One or more Router .1
External Network
clusters 199.146.85.0

CO nflg ured on FXPO .2 10 1 12
Equalizer Cualizer —

EXP1 1 Server l Server 3
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|pcort Implementation: Dual Network

—B,

 Equalizer has Client
external and internal |
IP address %

. Servers have
Equalizer as default

Router .1 Ex{e.mlnl Network
ro ute 99.145.85.0
. FXPQ .2 (Admin Add }|
« Router has static — A
route via Equalizer ™
FXP1.1 ernal Networ
to servers T
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clusters configured ﬁ % ﬁ

on Equalizer Serverd  Serverz  Servers



Implementation: Addressing

In single network, everything has a real routable IP
address

In dual network, Equalizer acts as gateway, either:

— two separate subnets of routable IP space required with
Equalizer configured as a static route to Internal subnet at
boundary router or

— Server network numbered from private (RFC1918) space and
Equalizer configured to do outbound NAT (only required if
servers need direct network access)

In either case, Equalizer requires one external IP address
for management + any addresses required by external
clusters, I.e. minimum of 2 external IP addresses



Practical Implementation:
Configure Network

Choose network architecture: single or dual network

Collect network information: Allocate IP address on
external (+ internal?) network, identify netmask, default
router, name server etc

Use serial cable to perform initial configuration of
Equalizer

Log into Equalizer via web interface, set passwords,
check configuration (add outbound NAT Iif required)

Configure Equalizer as default route on servers

Check connectivity between servers and external router
etc
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|pwrt Implementation Cluster Model

o Called “virtual clusters” with four possible types:
— “Generic TCP” - Layer 4 TCP (protocol opaque)
— “Generic UDP” - as above for UDP

— HTTP - Layer 7 cluster type, Equalizer terminates and forwards
HTTP sessions.

— HTTPS - as above for encrypted sessions, Equalizer terminates SSL
transaction and forwards plain HTTP transaction to servers.



o Practical Implementation:
Ipcort Configure Clusters

 Allocate external IP address for a cluster

 Add a new HTTP cluster to Equalizer
— Use default settings (adaptive load balancing etc)

 Add servers to cluster

e That's it!

 Test by HTTP access to external address
« Take servers down to test failover etc




Advanced Implementation Issues



|’pwrt Advanced Implementation Issues

 Redundancy: configuring a redundant pair of Equalizers
* Geographic load balancing

e Accessing load balanced services from within the server
network

« Active Content Verification

e Session state (sticky connections, persistence etc)
e SSL

 Match Rules

* Anything else...



Redundancy
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Ip Redundancy

 Redundant pair of Equalizers allows service to survive failure
of one of the units.

e At any point in time, one Equalizer is primary and operating,
backup monitors primary and is ready to take over if it fails.

« Each Equalizer has it's own External (+ internal in dual
network configuration) |IP address.

o Additional shared gateway IP address is allocated to be
assumed by whichever Equalizer is primary.

e Shared gateway address is used as default gateway by
servers.



Redundancy Implementation

Perform basic network configuration on both Equalizers

Ensure all configuration options (except addresses) are
identical

Allocate extra IP address for shared gateway address

Log in to web interface one Equalizer and select
“Configure Redundancy”.

Enter “Default Primary” for Failover Role
Select network type and enter sibling IP address(es)
Enter shared Failover Gateway address and Click Set

Repeat above on other Equalizer, but select “Default
Backup” for Failover Role.



Geographic Load Balancing



Ipcort Geographic Load Balancing

 Equalizers use Envoy to do DNS based load balancing

 Nameservers delegate records to Equalizers for domain:
WWW. | pcort ex. co. uk NS eqg-| on.ipcortex. net.
WWW. | pcort ex. co. uk NS eqg- bl et chl ey. i pcortex. net.

* Clients query nameserver, get delegation to Equalizer and
guery it.
 Equalizer returns “best” IP address for client and service...



DNS Load Balancing

edq-bletchley

Equalizers exchange information
about service status

DNS Server
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ipcort DNS Load Balancing
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DNS Load Balancing

Local DNS server queries auth server
for ipcortex.co.uk
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DNS Load Balancing
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DNS Load Balancing

Client

edq-bletchley

DNS Server
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ipcort DNS Load Balancing

Equalizer responds with IP address of best service location for
Www.ipcortex.co.uk a -
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DNS Load Balancing

Local DNS server responds to client
with IP address

DNS Server



DNS Load Balancing

Client makes request to resource

DNS Server



Ip Geographical Load Balancing

« DNS records have a Time to Live (TTL)

o After TTL expires, client re-queries and whole process
starts again

 “New” clients will always get “best” address
e EXxisting clients with records which have unexpired TTL will
wait until this decrements to zero before re-querying
— Short TTL improves failover

— Also less efficient as client and servers have to do lots of querying
— Typical tradeoff in region of 1-15 mins

 Some clients (and ISPs) don’t honour standards so records
will be retained for too long



ipcortex

Setting up Geo-cluster

Domain name to respond to

Add Geogrmphic Clusber

Gaographic Glusiar Name: @

TTL B0 iEECONS)

MY Exchanger  |maill0.bp.ipcortex. net

Loed Balancing Method:

lLoad Balncing Responss:

Acaptive &

5 - Medium =]

Garcel | Add |

[FODM)
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ipcort Setting up Geo-cluster

Add Geogrmphic Clusber

Gaogmaphic Clustar Mame:  [WWWLIDCO MEX.CO . LK [FODN)

TTL Qan ) (FECONdS) TTL

MY Exchanger  |maill0.bp.ipcortex. net

Loedd Balencing Method: | Adaptive &)

|oad Bakncing Response: |5 - Medium =]

Garcel | Add |




[ J .
ipcort Setting up Geo-cluster

Add Geogrmphic Clusber Ma” EXChanger
Gaogmaphic Clustar Mame:  [WWWLIDCO MEX.CO . LK [FODN) PrObany Nnot rGQUired
R T R unless mail to
ey

WX Exhanger (naii0 bp jpcortex. el name@www.domain is

Loed Balancing Method: | Adaptve = Used

|oad Bakncing Response: |5 - Medium =]

Garcel | Add |




ipcortex

Adding a Site

Add Site

Geographic Cluster: Wwwiipcortex.co.uk

Eite Name:  Bletchley

Gite Adcdress: @—//

* Pgar T Defauhl Site

Keepalive 1100 (secands)

Sfatic Waight: 1199

Resource Address:  [10.0.0.77

Fort: IH':I

Ageni Adcress: 10000044

Cancel |  Add|

External address of site, as
served by DNS server.

| ——

NAT: this is the Internet IP
address of this site.




ipcort Adding a Site

Ao She | Peer = site is same preference
Geographic Cluster: Wwwiipcortex.co.uk
as all others

Eite Name:  Bletchley

Gite Adciress:  [10.0.3.77 . . .
Default Site = site will be used

esaiive | (seco If no other site is clearly better

Satic Waight: 1190

Resource Address:  [10.0.0.77

Fort: IH':I

Agerd Addressr 100,044

Cancel | Add |




ipCOl't Adding a Site

Ackd Site
Geographic Cluster: Wwwiipcortex.co.uk

Eite Name:  Bletchley

Keepalive: how often to probe
the resource (in seconds)

Gite Address: [10.0.3.77

* Pgar T Defauhl Site
Casgalive 1100 {Eecans

Sfatic Waight: 1199

Resource Address:  [10.0.0.77

Fort: IH':I

Ageni Adcress: 10000044

Cancel |  Add|




ipCOl't Adding a Site

Ackd Site
Geographic Cluster: Wwwiipcortex.co.uk

Eite Name:  Bletchley

Gite Address: [10.0.3.77

* Pgar T Defauhl Site

Keepalive [10 (seconc Static weight of site (higher is
Static Waight; 1190 greater preference)

Resource Address:  [10.0.0.77

Fort: IH':I

Ageni Adcress: 10000044

Cancel |  Add|




ipcortex

Adding a Site

Ackd Site
Geographic Cluster: Wwwiipcortex.co.uk

Eite Name:  Bletchley

Gite Address: [10.0.3.77
& Pgar T Defaull Site
Keepalive 1100 (secands)

Sfatic Waight: 1199

urce Address:  [10.0.0.77
Fort; IEI':I

Ageni Adcress: 10000044

Cancel |  Add|

Address and port this resource
IS known by to it's local
Equalizer — used to identify
which cluster is being
monitored



ipcortex

Adding a Site

Add Site

Geographic Cluster: Wwwiipcortex.co.uk

Eite Name:  Bletchley

Gite Address: [10.0.3.77

Sfatic Waight: 1199

* Pgar T Defauhl Site

Keepalive 1100 (secands)

Resource Address:  [10.0.0.77

Fort: IH':I

— >

Cancel |  Add|

Agent address: address of
Equalizer on which the
resource resides

NAT: Local IP address Iif this

Equalizer, public IP address if
remote.



. Envoy, NAT, and Firewalls

e Equalizers communicate on UDP port 5300, 5301 between
sites to poll resource status

e Site address is IP address to be published in DNS for this
site

 Resource address and port number is identifier for cluster
on site’s Equalizer

 Agent address is the Equalizer on which the resource
resides and must be addressable from config Equalizer

— Local NATed IP address of local agent (Equalizer)
— Public IP address if remote agent (only way to reach it)



Accessing Services from Within the
Server Network



Accessing Services from Within the
Server Network

All packets between client and server for a conversation
need to flow through the Equalizer for a load balanced
service to work

Accessing services from machines on the server network
will break this

Problem is that response packets are usually routed back
direct to client if they are on same subnet and Equalizer
can't re-write headers

Solution is to add a /32 route on all servers for all
potential clients:

server2% route add -host serverl equalizer
C:\ route add serverl equalizer



Active Content Verification



Ipcort Active Content Verification

* By default up/down probe simply verifies server is accepting
connection

 ACV is a powerful way of probing to ensure that the server is
delivering meaningful results not just accepting TCP
connections

o At poll time, ACV probe string is sent and Equalizer waits
200ms for response

o |f first 1000 bytes contains response pattern then server Is
marked as up, otherwise marked as down



ipcort ACV Example

e HTTP
— Probe: “GET /index.html HTTP/1.0\r\n\r\n”
— Response: “200 OK”
— Probe: “GET /status.jsp HTTP/1.0\r\n\r\n”
— Response: “<body>Status: OK</body>"

e SMTP
— Probe: "HELO Equalizer.foo.bar\r\n”
— Response: “250 mailserver.foo.bar Hello”



Session State



ipoort Session State

 Problems when one server holds application state and
transactions spread over multiple TCP connections (e.g.
User login status)

e Transactions may go to different servers and state lost,
two solutions:

— share state between servers — best as it allows perfect load
balancing, but affects application architecture and
Implementation

— use stickiness to direct multiple connections to same server —
simple, requires no application support but not perfect

e Subnet stickiness can be used to cover proxies etc



o
Ipcort HTTP Cluster Type

o Cookie Persistence S—
— Optionally inserts Cookie into HTTP i
responses If it sees at least one from Cockis Parsitancs
server e
. .. . Cookie [Falime [0 .
— Always inserts cookie if option set e
(even if none from server) ”""“’l“““’“: e
Cencal | Sel

— Cookie domain, path and lifetime
values just go into cookie header and are
honoured by client

— All TCP sessions on servers now originate at Equalizer, “Enable
Spoofing” setting allows retention of original client IP address
(server logs!).



SSL



ipcortex

Two ways of dealing with SSL

e Treat as opaque TCP traffic to port 443
— Certificates reside on servers
— L7 Load Balancing not possible

» |nstall SSL certificate on Equalizer
— Only one certificate required (on Equalizer)



SSL

Layer 7 functionality is useless for SSL connections unless
Equalizer actually acts as end-point of SSL session.

Without SSL decryption, Equalizer just sees opaque
encrypted traffic stream so only L4 load balancing decisions
are possible.

By terminating SSL at Equalizer, full HTTP headers etc are
available for L7 forwarding decisions.

Equalizer uses HTTPS (port 443) SSL encapsulated towards
client, and plain HTTP towards servers.

CA signed SSL certificate installed on Equalizer not on web
servers

Side effect Is that this can save cost with per server
rertificatinn nnliciece nf mMmnet commercial C A



SSL Clusters

Create cluster in same way as HTTP.

Red warning text indicates that cluster will not operate until
certificate is uploaded.

PEM is easy if you originally created cert using OpenSSL
pased systems (e.g. Apache, mod_ssl etc) as this tends to

e default.
f using IS enrolment then need to export to PKCS#12

Ensure private key can be passphrase protected but this is
stripped on upload (use XCEL card for additional certificate

security)
Test with browser and check certificate detalls.




Match Rules



Match Rules

Powerful faclility that allows requests to be sent to subset
of servers based on attributes of request header:
— Hostname or component (virtual server based match rules)

— Pathname or directory (e.g. all accesses below / | mages/ go to
static page server etc)

— Filename (e.g. .php goes to one group of servers, .html to
another within same site)

Rules are flexible and powerful (including regexp on any
HTTP header), but use with care as a complex
expression with regexp can sap LB throughput.

New virtual cluster always has a default match rule.
Single server can only be present in one rule.




Other Issues

e Questions...



m And Finally...

e Formal support:
support@ipcortex.co.uk
http://www.Ipcortex.co.uk/
01908 276654




